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 About Quobis

● Working in UC since 2006
● Focus on VoIP since 2008
● Addressing SP and enterprise markets
● HQ in Vigo (Spain)
● Authors of 



 

 Presentation

- NOT a common VoIP security presentation, you all know that stuff  ;-)

- State of security through not typical examples.
- Our new toy: Bluebox-ng.
- Our modest opinion.
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Some things we are going to talk about

-  Why do we receive attacks?

-  How is money related to VoIP attacks?

-  What things can we pay for?



  State of security. Introduction

Some years ago ...
- Skilled Individuals
- Ethics
- Knowledge

Today...
- Mafias
- Automated tools
- $$$$$$

 

 Security in 2013. Introduction



  State of security. Introduction 

 Security in 2013. All can be bought



 

 Security in 2013. All can be bought

undernet.org



 

 Security in 2013. Or ordered ...

http://www.youtube.com/watch?v=c9MuuW0HfSA


 

 Security in 2013. 0-days prices



 

 Security in 2013. Hacktivism



 

 Threats. Cloudtag

Footprinting
Shodan

Google dorks

Fingerprinting

Brute-force

0-days

Spoofing

DDoS
Flood

Insecure passwords

Web vulns

Malware

Unauthenticated calls

Eavesdropping

Cracking

Register hijacking

Communication manipulation

TFTP

VLAN hopping

SPIT

Vishing 

Botnet
OccupyPhones

DMTF

Fuzzing

Teardown



 

 Threats. Shodan



 

 Tools.

VoIPER



 

 Some thoughts ...

● Classic vector still works too often => 
they are used massively by bad guys.

● No modern tools. *
● In general, poor security culture.
● New vectors are going to appear => we 

should be ready.
● VoIP/UC technologies are mature now 

=> we have to push in infosec terms too.

* Except VoIPPack for Inmunity Canvas, but $$$$
  Metasploit SIP support isn't serious at all



 

 Bluebox-ng. A step ahead!

● Our "2 cents" to 
help to improve 
infosec culture in 
VoIP/UC 
environments.

● A next generation UC/VoIP security tool. It 
has been written in CoffeeScript using Node.
js powers and using code from 

● Thanks to:
○ @pamojarpan
○ @pepeluxx



 

 Bluebox-ng. Features

● Automatic pentesting process (VoIP, web and service vulns)
● SIP (RFC 3261) and extensions compliant
● TLS and IPv6 support
● SIP over websockets (and WSS) support (draft-ietf-sipcore-sip-websocket-08)
● REGISTER, OPTIONS, INVITE, MESSAGE, SUBSCRIBE, PUBLISH, OK, ACK, 

CANCEL, BYE, Ringing and Busy Here requests support
● Extension and password brute-force through different methods (REGISTER, 

INVITE, SUBSCRIBE, PUBLISH, etc.)
● DNS VoIP related SRV registers discovery
● SHODAN and Google Dorks
● SIP common vulns modules: scan, extension brute-force, Asterisk extension 

brute-force (CVE-2011-4597), invite attack, call all LAN endpoints, invite spoofing, 
registering hijacking, unregistering, bye teardown

● SIP DoS/DDoS audit
● Common UC related servers web management panels discovery and brute-force.
● Automatic exploit searching (Exploit DB, PacketStorm, Metasploit)
● Automatic vulnerability searching (CVE, OSVDB)
● Geo-localization using WPS (Wifi Positioning System) or IP address (Maxmind 

database)
● Coloured output
● Command completion



 

 Demo. Bluebox-ng 1



 

 Demo. Bluebox-ng 2



 

 Demo. Bluebox-ng 3



 

 Demo. Bluebox-ng roadmap

● Tor support
● More SIP modules
● SIP fuzzing (SIP Torture RFC)
● Eavesdropping
● CouchDB support (sessions)
● H.323 and IAX support
● Web common panels post-explotation (Pepelux research)
● A bit of command Kung Fu post-explotation
● RTP fuzzing.
● Advanced SIP fuzzing with Peach
● Reports generation
● Graphical user interface
● Windows support
● Include it in Debian.
● Include it in Kali GNU/Linux
● Team/multi-user support
● Complete documentation
● ...
● Any suggestion/piece of code ;) is appreciated

 

 



 

 Countermeasurements. What we use

Do you accept VAF? ;) (VoIP Application Firewall) 

Kamailio + Pike Module + Fail2Ban + Fixed ACL in Firewalls
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 Questions?
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¿?
Thanks!


