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Things you already know about  #HOMER 
If you missed our Workshop, make sure you grab the PDF!

    FIND ALL ABOUT HOMER: http://github.com/sipcapture/homer

HERE’S YOUR 
SESSION, STICKY!

WHERE’S THAT CALL?
LET ME ASK..
HOMER!

INVITE (SDP) ...

http://github.com/sipcapture/homer


What is HEP/EEP ?
HEP = Homer Encapsulation Protocol 
EEP = Extensible Encapsulation Protocol
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http://github.com/sipcapture/hep


HEP/EEP - Native Capture Agents
Integrated Agents in OSS Platforms

Kamailio Example:

https://github.com/sipcapture/homer/wiki/Examples%3A-Kamailio

OpenSIPS Example:

https://github.com/sipcapture/homer/wiki/Examples%3A-OpenSIPS

FreeSWITCH Example:

https://github.com/sipcapture/homer/wiki/Examples%3A-FreeSwitch

CaptAgent Example:

https://github.com/sipcapture/homer/wiki/Examples%3A-Captagent4

nProbe VoIP Example:

https://github.com/sipcapture/homer/wiki/Examples%3A-nProbe

ACME SBC Example:

https://github.com/sipcapture/homer/wiki/Examples%3A-ACME-Packet

http://github.com/sipcapture/homer/wiki
https://github.com/sipcapture/homer/wiki/Examples%3A-Kamailio
https://github.com/sipcapture/homer/wiki/Examples%3A-Kamailio
https://github.com/sipcapture/homer/wiki/Examples%3A-OpenSIPS
https://github.com/sipcapture/homer/wiki/Examples%3A-OpenSIPS
https://github.com/sipcapture/homer/wiki/Examples%3A-FreeSwitch
https://github.com/sipcapture/homer/wiki/Examples%3A-FreeSwitch
https://github.com/sipcapture/homer/wiki/Examples%3A-Captagent4
https://github.com/sipcapture/homer/wiki/Examples%3A-Captagent4
https://github.com/sipcapture/homer/wiki/Examples%3A-nProbe
https://github.com/sipcapture/homer/wiki/Examples%3A-nProbe
https://github.com/sipcapture/homer/wiki/Examples%3A-ACME-Packet
https://github.com/sipcapture/homer/wiki/Examples%3A-ACME-Packet


Inside the CAPTURE SERVER
Nuts and Bolts behind the HEP Sockets
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sipcapture proto_hep rr maxfwd tm

proto_udpcfgutils db_mysql sipmsgops uri exec

mmgeoip

sipcapture.opensips.cfg

2.2

HS

HEP Switching HEP Capture

sipcapture db_mysql pv textops tm sl

rtimer sqlops htable siputils exec geoip

sipcapture.kamailio.cfg

4.4

HEP Capture
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A brief look into the future development and roadmap
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Mele Kalikimaka with HOMER 5
AKA how quickly things can happen when love & magic are involved



WARNING: Beer consumption might have affected the rest of the presentation @2AM

Mele Kalikimaka with HOMER 5
AKA how quickly things can happen when love & magic are involved
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What's NEXT with HOMER 5
A brief look into the future development and roadmap

0x01 SIP

0x02 XMPP

0x03 SDP

0x05 RTCP (json serialized)

0x06 MGCP

0X29 WSS (webRTC)

0x64 LOGS (text or JSON)



KAMAILIO EVENT SOCKET
Example Usage of the Integrated Capture Agent (sipcapture module)

event_route[sipcapture:request] {

        xlog("received sipcapture request from $si:$sp\r\n");
        xlog("non-sip packet received - content [[$mb]] from [$si:$sp]\n");
        /* get proto type id  from HEP header */   
        hep_get("0x0B", "0x0000", "$var(data)");   
        hep_get("0x0F", "0x0000", "$var(payload)");
        hep_get("0x11", "0x0000", "$var(correlation_id)");
        hep_get("0x0C", "0x0000", "$var(capture_id)");

        /* Statistics for capture id */
        if($sht(a=>captureagent::$var(capture_id)) == $null) $sht(a=>captureagent::$var(capture_id)) = 0;
        $sht(a=>captureagent::$var(capture_id)) = $sht(a=>captureagent::$var(capture_id)) + 1;
        /* you can make statistics here */

        $var(proto) = $(var(data){s.int});

        if($var(proto) == 100) {
                /* send this data to logs_capture */
                report_capture("logs_capture", "$var(callid)");
                //dont send data to route/onreply_route
                drop;
        }
        else if($var(proto) == 50) {
                
                /* send this data to RTCP */
                report_capture("rtcp_capture", "$var(callid)");
                //dont send data to route/onreply_route
                drop;
        }
        else if($var(proto) == 1) {
                /* SIP */
                /* send this data to reply or onreply route, sipcapture will call parse_sip after payload will be extracted  */
                return;
        }
}
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http://s.int/
http://elasticsearch.host:9200/sipcapture/post
http://elasticsearch.host:9200/sipcapture/post
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What's NEXT with HOMER 5
A brief look into the future development and roadmap

route[SEND_ALARM] {
  exec_msg('echo "Value: $var(thvalue), Type: $var(atype), Desc: $var(aname)" | mail -s "HOMER ALERT $var(atype) - $var(thvalue)" $var(aemail)') ;
}

if($ua =~ "(friendly-scanner|sipvicious|sipcli)") {
$var(atype) = 'scanner';
sql_query("cb", "INSERT INTO alarm_data_mem (create_date, type, total, source_ip, description) VALUES(NOW(), '$var(atype)', 1, '$si', 'Friendly 
scanner alarm!') ON DUPLICATE KEY UPDATE total=total+1");
route(KILL_VICIOUS);

}
#Alarm for Scanner;
           if($var(atype) == "scanner") {
                  sql_query("cb", "DELETE FROM alarm_data_mem WHERE type='scanner' AND total < $var(avalue)");
                  if($var(anotify) == 1) {
                     sql_query("cb", "SELECT * FROM alarm_data_mem WHERE type='scanner' AND total  >= $var(avalue) LIMIT 2", "rd");       
                     if($dbr(rd=>rows) > 0) {
                           route(SEND_ALARM);
                     } sql_result_free("rd");
                  }
           }



SIPCAPTURE HEP/EEP Stack

SIP

HEP CAPTURE AGENT

CDR, LOGSRTCP RTP JSON

VoIP / RTC Systems, Databases, APIs, etc . . .

QoS

VoIP / RTC / Voice  Network

HEP CAPTURE SERVER

HEP CUSTOM AGENT

sipgrep Captagent

Capture Agents HEP Codebase

< Your Code />

HEP ENCAPSULATION PROTO



Kamailio/SER Monitoring
Example Illustration SIP to SIP/WSS via SER Proxies and RTP Relays

SIP User-Agent

webRTC Client

KAMAILIO WS/WSS SOCKET

OpenSIPS SIP/TLS SOCKET

WSS SIP

CONSOLE

RTPENGINE

RTPENGINE

LOGS

RTP-SRTP SIP

SRTP (DTLS)

HEPIPE.JS HEP ENCAPSULATION 

Browser



CAPTURE
AGENT

FreeSWITCH Monitoring
Example Illustration of Multi-Level Monitoring in FS HEP + ESL

HEPIPE.JS

...
CHANNEL_CREATE
CHANNEL_ANSWER
CHANNEL_DESTROY 

CALL-ID
BLEG_CALL-ID

variable_rtp_audio_in_jitter_min_variance: 63.29
variable_rtp_audio_in_jitter_loss_rate: 0.00
variable_rtp_audio_in_jitter_burst_rate: 0.00
variable_rtp_audio_in_mean_interval: 20.11
variable_rtp_audio_in_flaw_total: 0
variable_rtp_audio_in_mos: 4.50

SIP User-Agent

ESL

SIP User-Agent

Browser

FreeSWITCH  1.6.8

SIP RTPSIP/TLSS/ZRTP

H

E

P

HEP



 <param name="capture-server" value="udp:10.0.0.1:9060" /> 

 <param name="capture-server" value="udp:10.0.0.1:9060;hep=3;capture_id=100" />

 <param name="sip-capture" value="yes" />

 freeswitch@fsnode04> sofia global capture on
 +OK Global capture on
 freeswitch@fsnode04> sofia global capture off
 +OK Global capture off

 freeswitch@fsnode04> sofia profile internal capture on    

FreeSWITCH HEP/EEP Configuration
Example Usage of the Integrated Capture Agent for Monitoring



FreeSWITCH + Kamailio Monitoring
Example Illustration SIP + RTCP via Load Balancer w/ Correlation

SIP User-Agent

SIP User-Agent

KAMAILIO SIP/TLS SOCKETRTPENGINE

LOGS

RTP-SRTP SIP

HEPIPE.JS HEP ENCAPSULATION 

 FreeSWITCH 1.6.8  w/ HEP3 and ESL Support

SIPRTP

E S L



CAPTURE
AGENT

Asterisk Monitoring
Example Illustration of Multi-Level Monitoring in Asterisk 12+

RES_HEP_RTCP

{"ssrc":644444017,"type":200,"sender_information":{"rtp_timestamp":1340626419,"
ntp_timestamp_sec":"2086871206","octets":484780,"ntp_timestamp_usec":"

4283484972","packets":24239},"report_count":1,"report_blocks":[{"source_ssrc":
829846894,"highest_seq_no":438,"fraction_lost":0,"packets_lost":0,"dlsr":0,"ia_jitter":

3,"lsr":"0"}]}

PJSIP
CALL-ID

SIP User-Agent

RTCP

SIP User-Agent

SIP RTPSIP/TLSSRTP

H

E

P

 ASTERISK 12 w/ PJSIP HEP + RTCP

RES_HEP (SIP)



Kamailio WSS Monitoring
http://github.com/sipcapture/wiki

webRTC ClientHEP.JS

RTPENGINE

SRTP (DTLS)

HEPIPE.JS HEP ENCAPSULATION 

Browser

KAMAILIO WS/WSS SOCKET

if (proto == WS || proto == WSS) { setflag(SRC_WS);

    xlog("L_INFO", "homerwss CID: [$ci], SIP: Method: $rm, CSEQ: $cs, RU: $rU, WSS Request: RM: $var(wss_rm), RU: $var(wss_ru), 
         UAC: $var(wss_uac), Connection: $var(wss_connection), Upgrade: $var(wss_upgrade), Origin: $var(wss_origin),  
         Host: $var(wss_host), Sec_Proto: $var(wss_sec_proto), Sec-Key: $var(wss_sec_key), WS_VERSION: $var(wss_sec_version)");

 }

sip_trace();
setflag(22);

WSS SIP

https://github.com/sipcapture/homer/wiki/Examples:-Kamailio-webrtc
https://github.com/sipcapture/homer/wiki/Examples:-Kamailio-webrtc


HOMER 5: WSS Call Flow
WSS to SIP Call Troubleshooting



UA Remote Log Monitoring
http://github.com/sipcapture/hepipe-js

webRTC Client

 WS/WSS SOCKET

WSS SIP

HEP.JS

RTPENGINE

SRTP (DTLS)

HEPIPE.JS HEP ENCAPSULATION 

Browser

JsSIP:Transport WebSocket disconnected (code: 1006) +2m
jssip.js:22725 JsSIP:ERROR:Transport WebSocket abrupt disconnection +0ms
jssip.js:22550 JsSIP:Transport trying to reconnect to WebSocket wss://1.2.3.4:4443 jssip.js:
22550 JsSIP:Transport connecting to WebSocket wss://1.2.3.4:4443 +4s
jssip.js:22550 JsSIP:Transport WebSocket wss://1.2.3.4:4443 connected +132 ms

D

http://github.com/sipcapture/hepipe-js
http://github.com/sipcapture/hepipe-js


CAPTAGENT 6.1
Universal Modular Capture Agent w/ HEP3 Support

★ SOCKET Modules 
○ Socket PCAP, Socket RAW, Socket RTCP-XR, Socket PF_RING

★ PROTOCOL  Modules
○ SIP, RTCP and other signaling and controlling Protocols

★ API  Module
○ HTTP JSON REST API for Control and Statistics

★ TRANSPORT Modules
○ HEP Encapsulation output (v1/2/3)
○ JSON Serialization output 

★ ENCRYPTION Modules
○ Encryption and Compression Module for HEP3
○ TLS Decryption pipeline for supported key exchange methods

★ DATABASE Modules
○ HASH Table
○ Redis interface
○ MySQL interface

<!-- CORE MODULES -->

  <module name="transport_hep" description="HEP Protocol" serial="2014010402">
<profile name="hepsocket" description="Transport HEP" enable="true" 

serial="2014010402">
    <settings>

<param name="version" value="3"/>
<param name="capture-host" value="127.0.0.1"/>
<param name="capture-port" value="9061"/>
<param name="capture-proto" value="udp"/>
<param name="capture-id" value="2001"/>
<param name="capture-password" value="myhep"/>
<param name="payload-compression" value="false"/>

    </settings>
</profile>

    </module>

<!-- PROTOCOLS -->
       

 <module name="socket_pcap" description="HEP Socket" serial="2014010402">

<profile name="socketspcap_sip" description="HEP Socket" enable="true" 

serial="2014010402">

    <settings>

<param name="dev" value="eth0"/>

<param name="promisc" value="true"/>

<param name="reasm" value="false"/>

<param name="capture-plan" value="sip_capture_plan.cfg"/>

<param name="filter">

    <value>portrange 5060-5091</value>

</param>

    </settings>

</profile>

</module> captagent..xml

Captagent

https://github.com/sipcapture/captagent


CAPTAGENT 6.1 (continued)

Full examples: https://github.com/sipcapture/captagent

<module name="socket_pcap" description="HEP Socket" serial="2014010402">
<profile name="socketspcap_sip" description="HEP Socket" enable="true" 
serial="2014010402">
        <settings>
           <param name="dev" value="any"/>
           <param name="promisc" value="true"/>
           <param name="reasm" value="false"/>
           <param name="tcpdefrag" value="false"/>
           <param name="capture-plan" value="sip_capture_plan.cfg"/>
           <param name="filter">
                      <value>portrange 5060-5091</value>
           </param>
       </settings>
</profile>

<profile name="socketspcap_rtcp" description="RTCP Socket" enable="true" 
serial="2014010402">
        <settings>
           <param name="dev" value="any"/>
           <param name="promisc" value="true"/>
           <param name="reasm" value="false"/>
           <param name="capture-plan" value="rtcp_capture_plan.cfg"/>
           <param name="filter">
                      <value>portrange 30000-50000</value>
           </param>
       </settings>
</profile>
</module>

#sip_capture_plan.cfg
capture[pcap] {

   # here we can check source/destination IP/port, message size
   if(msg_check("size", "100")) {

       #Do parsing
       while(parse_sip()) {

           /* packet processing pipeline */
           clog("NOTICE", "parsing SIP message ");

           if(source_ip(“10.0.0.1”)) {
# Multiple profiles can be defined in transport_hep.xml

           if(!send_hep("hepsocket_homer01")) {
                clog("ERROR", "Error sending HEP!!!!");

           }
  }
  else {
           # Multiple profiles can be defined in transport_hep.xml

           if(!send_hep("hepsocket_homer02")) {
                clog("ERROR", "Error sending HEP!!!!");

           }
  }

       }
  }
  drop;
}

socket_pcap.xml

sip_capture_plan.xml

Captagent

https://github.com/sipcapture/captagent


 

CAPTAGENT 6.1 HEP/EEP RTCP + SIP Mirroring
Example Usage of the Universal Capture Agent for Monitoring Captagent



RTPAGENT PRO Modules
Commercial Capture Extensions with Advanced Functionality

{ 
"CORRELATION_ID":"56a211936328-fgbtmubkimot",
"RTP_SIP_CALL_ID":"56a211936328-fgbtmubkimot",
"DELTA":19.980,
"JITTER":0.023,
"REPORT_TS":1453461919,
"TL_BYTE":0,
"SKEW":-0.180,
"TOTAL_PK":510,
"EXPECTED_PK":510,
"PACKET_LOSS":0,
"SEQ":0,
"MAX_JITTER":1.892, "MEAN_JITTER":0.126,
"MAX_DELTA":35.547, "MAX_SKEW":-15.615,
"MIN_MOS":4.385, "MEAN_MOS":4.394, "MOS":4.394,
"RFACTOR":92.449, "MIN_RFACTOR":92.013, "MEAN_RFACTOR":92.444,
"SRC_IP":"192.168.178.34", "SRC_PORT":58320, "DST_IP":"192.168.60.70","DST_PORT":
32728,
"SRC_MAC":"00-04-13-29-64-22","DST_MAC":"34-31-C4-38-24-0D",
"CODEC_PT":9,"CLOCK":8000, "CODEC_NAME":"g722", "DIR":1,
"REPORT_NAME": "192.168.178.34:58320", "PARTY":0 ,"TYPE":"PERIODIC" 
}

Captagent

http://192.168.178.34:58320




HOMER 5
Dashboard and Widget management

★ How to Install and Update Homer
★ How to get started with the User-Interface
★ How to customize Panels and Widgets
★ How to manage Users and Aliases
★ How to configure HEP Capture Agents
★ How to configure HEP Custom Agents
★ How to correlate Sessions and Reports
★ How to make your own Statistics and Widgets

. . . . . and much more !

“Just HEP Yourself, to my SIPs… “

https://github.com/sipcapture/homer/wiki/
https://github.com/sipcapture/homer/wiki/


Time’s UP! Want to go further? "HEP" Yourself!

http://sipcapture.org
http://sipcapture.io
http://sipcapture.org
http://github.com/sipcapture/homer
http://github.com/sipcapture/homer
http://github.com/sipcapture/captagent
http://github.com/sipcapture/captagent
http://github.com/sipcapture/hepipe.js
http://github.com/sipcapture/hepipe.js
https://groups.google.com/forum/#!forum/homer-discuss
https://groups.google.com/forum/#!forum/homer-discuss

