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The original IoT devices?

Connected device 

Minimal GUI 

Couple of sensors 

Mimicked existing thing
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10 Mistakes - 10 years

		 or more  

		 all shockingly relevant now 
 
(see also https://en.wikipedia.org/wiki/Fallacies_of_distributed_computing )

https://en.wikipedia.org/wiki/Fallacies_of_distributed_computing
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Assume perfect network

	Audio cracks up with packet losses 

So we added data 
redundancy  

We added SRV in DNS 
for multiple redundant 
services
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Horrific provisioning

Complex manual setup 

on small keyboard 
 

so we added auto  
provisioning
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Closed identity systems
	VoIP systems had 1 number then 
lots of extensions 

	Everyone wants direct dial 
 
You need a federated identity so systems can interop 
We used e164 and PSTN backbone (not perfect)  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Multiple protocols
Skinny 
H323 
IAX 
Megaco 
Jingle 
etc. 

All gone.  

Specifically watch out for proprietary services that vanish over night. 

Pick a standard with multiple open implementations. 

Don’t bet against IP end to end. 
 
 
We settled on SIP - horrible but it did what we needed.  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Insecure media
We had unencrypted data flows 
Unacceptable for HIPPA - lawyers etc. 
 
Now we use SRTP (ideally DTLS-SRTP) 
 
Encrypt everything. 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Insecure Auth
Once there is money 
there will be fraud 

Toll fraud in VoIP 

Seek strong Auth.  
Don’t use passwords. 

Don’t assume you  
won’t be found.
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Hard to update

manual, complex, risky 
process. No one did it.  

Security patches don’t 
get applied. 

Auto update - often.
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Latency due to server 
round-trips

Time sensitive media round trips through central servers. 

Route/act locally if possible 
(STUN, TURN, ICE) 

Gives better results in  
server outages 

Enhanced privacy
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http://gizmodo.com

It amazing how much you miss a simple old light switch when you 
have to pull out your phone, fumble through a poorly designed app, 

and then wait half a second for the light to turn on.

http://gizmodo.com/why-is-my-smart-home-so-fucking-dumb-1684949715
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User Benefits?

Best until last… 
Users won’t use 
without a clear benefit. 

Think about the user first.
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Pinnacle of VoIP -> 
WebRTC

secure by design  

P2P  

web-based  

realtime  

voice/video/data  

in 2bn browser + endpoints 

open source 

standard
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WebRTC can carry data too.

Proof by example
Midi keyboard 

Web-Midi in chrome on mac 

Server in England - at home 

WebRTC chrome data channel (javascript) 

BeagleBone black with yopet.us data channel 

Local (java) app on BeagleBone  

Ledscape (c+PRU) LED driver on BeagleBone  

LEDs

Live Synth

https://www.facebook.com/JohnnyDiggz/videos/10154191333545536/
http://yopet.us
https://jsfiddle.net/L89aou6h/16/
https://www.resistorsings.com/106/


tldr; 
Learn from our mistakes. 
IoT can use webRTC.
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